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whoami

- Malware reverse engineer

- CTI analyst

- Specialize in ransomware

- Finding & exploiting weaknesses to build decryptors & disrupt botnets

in/gijs-rijnders/

crysearch.nl







https://crysearch.nl/files/research/recon2024_donex.pdf
https://defion.security/en/research-labs/donex-darkrace-ransomware-decryptor/













https://cr.yp.to/ecdh.html





Two 16-byte writes after the 
curvpattern





Optional mutex 
check





PEB + 188 = 
NtGlobalFlag

Checks for any 
hardware 
breakpoints set

(FLG_HEAP_ENABLE_TAIL_CHECK | FLG_HEAP_ENABLE_FREE_CHECK 
| FLG_HEAP_VALIDATE_PARAMETERS) == 0x70





https://www.cryptopp.com/wiki/HC-128







Marker in 
footer









https://blogs.npav.net/blogs/post/ransomware-gangs-impersonate-lockbit-to-intimidate-victims-and-leverage-aws-in-latest-attacks
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